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dimensions of mmWave signals, and applies phase offsets to cyclically rotate selected spectra. Authorized services can apply
the inverse shifts to recover the true physical scene, whereas unauthorized parties observe a format-valid but semantically
misleading virtual scene. To make this design practical, SpecRing removes environmental imprints that could reveal secret
offsets, and generates server-specific offsets through pairwise key negotiation and deterministic derivation. Experiments show
that SpecRing achieves exact recovery with correct keys, produces random-guessing-level errors with wrong keys, reduces
environmental-imprint attack success rates to below 1%, and incurs 25.6 ms user-side and 10.3 ms server-side overhead per
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1 Introduction
1.1  Motivation and Problem Statement

Millimeter-wave (mmWave) sensing is becoming an increasingly attractive modality for ubiquitous computing.
By analyzing radio reflections from the human body and surrounding environments, commodity mmWave radars
support a broad range of contactless applications, including human tracking [20], activity recognition [55], gesture
interaction [22], fall detection [28], and vital signs monitoring [36, 48]. Compared with cameras and microphones,
mmWave sensors do not directly capture images or audio, and thus are often regarded as a privacy-friendly
alternative for in-home and healthcare sensing.

This perception, however, is only partially true [41]. The same signal properties that make mmWave useful
for human sensing also make raw radar streams privacy-sensitive [12]. In other words, mmWave sensing does
not avoid privacy exposure. Instead, it shifts that exposure from directly observable content to latent physical
semantics. This creates a subtle but important privacy risk. Precisely because mmWave sensing appears less
intrusive, users may be more willing to deploy such devices and share their data [10]. A practical source of this
risk is outsourced sensing. A radar owner may provide radar data to a third-party service for a specific task, such
as localization or health monitoring. Although the service is authorized to process the stream for that task, it
should not infer unrelated physical, behavioral, or physiological information [16]. However, access to the raw
stream makes such secondary inference technically possible. Such access can reveal in-home routines, behavioral
biometrics, health-related conditions, and speech content [19, 39, 40, 43]. The problem, therefore, is not whether
mmWave sensing is useful, but how to preserve its sensing utility while preventing the underlying physical
semantics from being exposed to unauthorized parties.

1.2 Limitations of Prior Art

Existing privacy mechanisms do not fully address this problem. Conventional encryption protects radar data
during transmission or storage, but cannot restrict how an authorized service uses the data after decryption. Once
the stream is decrypted for the intended sensing task, the service can reuse the same data to infer information
beyond its authorization. This all-or-nothing model is poorly suited to ubiquitous sensing deployments, where
different services may require different physical information from the same sensor stream. For example, a
localization service may need distance and angle, while a health service may rely on subtle phase variations for
vital signs estimation.

Prior mmWave sensing defenses modify physical signals or sensing data. Physical-layer methods use crafted
signals [15] or engineered reflectors [29, 34] to alter radar observations, but may also affect authorized sensing
services. At the data level, privacy-preserving transformations [24, 33] and federated learning [31, 53] reduce
privacy leakage, but remain tied to predefined attributes, tasks, or training pipelines. MuFilter [23] exploits
FFT invertibility to selectively perturb predefined behavioral signatures in multi-user scenarios. However, its
unencrypted output allows a communication eavesdropper to infer any information not explicitly removed. The
method therefore provides neither server-specific authorization nor cryptographic confidentiality.

1.3 SpecRing in a Nutshell

This paper asks: Can we protect mmWave sensing data at the level of physical semantics, while preserving the
signal structure needed by authorized sensing tasks?

We answer this question with SpecRing, a spectrum-shifting encryption framework for privacy-preserving
mmWave sensing. SpecRing is based on a key observation: the raw frequency-modulated continuous-wave
(FMCW) radar signal is naturally organized as a three-dimensional complex matrix, where analog-to-digital
converter (ADC) samples, chirps, and antennas correspond to range, Doppler, and angle spectra, respectively.
These dimensions are physically meaningful and mathematically separable. Therefore, instead of encrypting the
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Fig. 1. Deployment concept of SpecRing.

entire signal as an opaque byte stream, SpecRing applies secret phase offsets along selected signal dimensions. In
the frequency domain, this operation rotates the corresponding spectrum on a cyclic ring, as shown in Fig. 1. An
authorized party holding the correct key can apply the inverse rotation and recover the original range, velocity,
or angle. An unauthorized party, however, observes a format-valid radar stream whose spectral peaks are shifted
to arbitrary locations. This property is particularly useful for ubiquitous sensing, where privacy violations often
arise from opportunistic reuse of sensor streams by untrusted services rather than from explicit cryptographic
decryption attempts.

1.4 Design Challenges

A capable adversary may possess sufficient knowledge of the proposed algorithms, RF sensing expertise, and
user-server communication eavesdropping capabilities. To defend against such threats, the implementation of
SpecRing must address the following challenges.

Challenge 1: How to encrypt signal spectra without disrupting their use in authorized sensing
services? A signal dimension not essential to one task may still support others. For example, multi-person vital
signs monitoring relies on range and angle to separate different individuals, while occupancy detection may
use velocity as auxiliary evidence for moving targets. Thus, simply tampering with or masking a dimension can
degrade authorized sensing utility. SpecRing addresses this challenge through spectrum-shifting encryption,
which changes the failure mode of unauthorized sensing. It preserves the signal structure of the encrypted
dimension while changing its physical semantics using secret offsets. Unauthorized parties can still conduct
signal processing, but their results correspond to a secret-induced virtual scene rather than the real environment.
Authorized services, with the proper key, can recover the true semantics and operate normally.

Challenge 2: How to prevent environmental imprints from revealing secret offsets? A direct imple-
mentation of spectrum shifting is vulnerable because it shifts spectra not only of the target but also of stable
background structures. Indoor radar signals contain environmental imprints such as static reflector peaks from
walls and furniture, boundary-bin energy valleys caused by transmit leakage and static filtering, and attenuation
profiles induced by path loss. Since these imprints are shifted by the same secret offsets as the target signals, a
knowledgeable adversary may use them as anchors to infer the secret offsets. SpecRing addresses this challenge
by removing such anchors from the encrypted spectrum. It suppresses the signal energy of static structures and
then performs frequency-domain processing using unoccupied-room reference signals, including background
range bin substitution and zero-velocity Doppler bin superposition. As a result, the encrypted spectrum no
longer contains stable environmental imprints, preventing adversaries from estimating the secret offsets from
background spectra.
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Fig. 2. mmWave signal model and spectra.

Challenge 3: How to derive identical secret offsets between the user and servers over an insecure
channel? SpecRing requires the user and each authorized server to apply identical spectral offsets for encryption
and decryption. However, directly transmitting the offsets or shared keys over the channel would immediately
expose them to eavesdroppers. Moreover, using the same offsets for all servers would undermine fine-grained
access control, since one server could infer dimensions that only another server is authorized to access. SpecRing
addresses this challenge through pairwise key negotiation and deterministic parameter generation. The user
negotiates an independent secret shared key with each authorized server without transmitting the key itself. For
each radar frame, both sides combine this secret with a public salt to deterministically derive the same spectral
offsets. The salt acts only as a public input and reveals no useful information without the shared key. Thus,
eavesdroppers cannot infer the secret offsets from intercepted messages, while each server can derive only the
offsets associated with its own authorization.

In summary, this paper makes the following contributions:

o We identify the hidden privacy risk of mmWave sensing despite its common privacy-friendly framing. We
show that raw radar signals expose sensitive physical and physiological semantics, motivating protection
mechanisms beyond conventional transport encryption.

e We propose a reversible semantic encryption mechanism that modulates raw mmWave signals with key-
derived phase offsets to cyclically shift selected spectra. Unauthorized parties observe a semantically
misleading virtual scene, whereas authorized services recover the true physical scene exactly.

e We design a dimension-selective access control mechanism for mmWave sensing. SpecRing allows each
dimension to be independently encrypted and decrypted, enabling fine-grained authorization for multi-
service ubiquitous sensing.

o We strengthen SpecRing against practical attacks. SpecRing eliminates environmental imprints and enables
secure key negotiation and parameter generation over insecure channels, preventing adversaries with
strong capabilities from inferring encryption parameters.

2 Preliminaries
2.1 Fundamentals of mmWave Signal Spectra

2.1.1  Signal Structure and Spectral Semantics. As shown in Fig. 2, an FMCW radar transmits chirps with initial
frequency f; and sweep rate k. For a target at distance r, radial velocity v, and angle 6, the round-trip delay
is T = 2r/c, where c is the speed of light. Mixing the transmitted and received signals yields the intermediate
frequency (IF) signal

s(t) = Aexp (2 (for + ktt)), (1)
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where A is the signal amplitude. The IF signal encodes target information in the range, Doppler, and angle spectra.
These spectra correspond to the ADC sample, chirp, and antenna dimensions of the radar signal cube, respectively.
Suppose each chirp contains N; samples acquired at rate f;, each frame contains N, chirps transmitted at repetition
frequency f;, and the radar uses a uniform linear array of N, antenna elements with spacing d, (typically 1/2),
where A = ¢/ fo. Let is, ic, and i, denote the sample, chirp, and antenna indices, respectively. The three spectra are
obtained by applying FFTs along these dimensions:

Ny—1

i Range-FFT ik,
s(is) = Aexp (j27r (for + kz’l—s)) e, Sr(ky) = Z s(is) exp (—jZﬂ'lS—) ,
fs is=0 Npr
f Doppler-FFT Nel i.k
s(ic) = Aexp (j27r (ﬁ)r + ktt + —dic)) e, Sa(ky) = Z s(ic) exp (—j2ﬂ' c™d ) , (2)
fe ie=0 Nf.a

Ng-1
dgysin @ ngle-FFT S ioka

s(ig) = Aexp |j2n | for + krt + i ig fnglett Salky) = Z s(ig) exp —j27rl .

A ia=0 Nf.a

Here, f; = 20/ is the Doppler frequency, N, Ny, and Nyq are the FFT sizes, and k,, k;, and k, are the
corresponding spectrum-bin indices. The maximum unambiguous range, velocity, and angle are rmay = cfs/(2k),
|omax| = Af:/4, and |Omax| = arcsin(A/(2d,)), respectively. Combining the signal representations from the three
dimensions, the IF signal can be written as

i d,sin6
s(is, i¢, iq) = Aexp (j27rﬁ)1'+j271'k1'l—S +j27r]%iC + jor as/{n ia)
S [

(3)

=Aexp(j2nfyr) - exp (jZﬂkrl—s) - exp (j27'[f—;1ic) - exp (jZJTda Smeia) .
s fe A
Thus, the complete raw signal can be represented as a three-dimensional complex matrix S € CNs*NeXNa,

The resulting range, Doppler, and angle spectra carry physical semantics at different scales. At the macroscopic
level, range and angle peaks describe a target’s spatial position, while Doppler peaks describe its radial velocity.
At a finer-grained level, the spatial distribution and temporal phase variations provide signatures from which
higher-level human information, such as posture, activity, and respiration, can be inferred. The factorization of

Eq. 3 further shows that the three signal dimensions are mathematically separable.

2.1.2  Spectrum-Shifting Property. Spectrum-shifting is the process of changing the position of a signal within
the frequency domain, which can be implemented by multiplying the time-domain signal by a complex carrier
signal, as illustrated in Fig. 3. Suppose a time-frequency transform pair s(i)«<S(k). Multiplying the time-domain
signal s(i) by the carrier signal exp(j27Aki/N) results in a cyclic offset of the frequency-domain representation
S(k) by Ak bins:

s(i) - exp (jznA’jV' i) 5 5 ((k - AK) mod N), (4)

where Ak is the frequency bin offset and N is the FFT size. Note that the modulo N operation reflects the inherent
periodicity of the spectrum. When a frequency bin exceeds the maximum observable frequency, it wraps around
to the beginning of the spectrum. Conceptually, if the two ends of the spectrum are connected, it forms a ring,
and the spectrum-shifting process corresponds to a rotation along this ring, which inspires the name SpecRing.

Combining this property with the dimensional separability shown in Eq. 3, a key-controlled phase sequence
applied along one signal dimension cyclically shifts its corresponding spectrum without shifting the other two.
The radar cube retains its format and remains compatible with standard processing, while the observed bins
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Fig. 3. lllustration of spectrum shifting.

no longer reveal the true physical state without the secret offsets. These properties provide the physical and
mathematical basis for spectrum obfuscation, while keeping the offsets unknown requires key confidentiality.

2.2 Threat Model

We consider an outsourced sensing deployment in which the radar and SpecRing operate within a trusted
local environment controlled by the user, while sensing tasks are performed by third-party servers. The user
intentionally uploads radar-processable streams to these servers, and SpecRing protects each stream before it
leaves the local environment. Within this deployment, we distinguish an honest-but-curious sensing server from
an external eavesdropper.

2.2.1 Participants. The proposed SpecRing scheme involves the following three types of participants.

User: The owner of the mmWave radar and local SpecRing module. The user negotiates keys with sensing
servers, collects raw signals, applies spectrum-shifting encryption, and distributes protected streams.

Sensing server: A third-party server that is authorized to perform an intended sensing task and is granted
access to the required signal dimensions. It can decrypt the authorized spectra, but may analyze the received
stream to infer information from dimensions outside its authorization.

External eavesdropper: Radar streams in outsourced sensing must traverse the user-server communication
channel, creating a practical exposure point for eavesdropping. We therefore consider an unauthorized party that
eavesdrops on this channel and obtains uploaded radar streams and key-negotiation messages.

Although the sensing server and external eavesdropper play different roles, their attack models are similar:
both attempt to recover the true spectra in dimensions beyond their authorization. Thus, a sensing server is an
adversary for its ungranted dimensions, whereas an external eavesdropper is an adversary for all dimensions. A
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sensing server may also act as an external eavesdropper by monitoring communications between the user and
other servers.

2.2.2  Adversary Capabilities. We consider a strong adversary with the following capabilities.

Algorithm knowledge: The adversary has complete knowledge of the proposed SpecRing scheme. All
algorithmic details of spectrum-shifting encryption and key derivation are public.

Communication eavesdropping: The adversary can eavesdrop on all communications between the user and
authorized servers, including the key negotiation messages.

Signal parameters: The adversary possesses all radar configuration and sampling parameters. In other words,
the adversary has sufficient prior knowledge to perform correct and complete signal processing on any radar
data available to it.

2.2.3  Security Goals. To defend against the adversary described above, SpecRing aims to achieve the following
security guarantees.

Spectrum obfuscation: The spectrum-shifting encryption must hide the true spectral peak locations from
unauthorized parties. When an adversary attempts decryption with an incorrect key, the resulting spectrum
should exhibit peak locations that are indistinguishable from random guessing.

Dimensional independence: The encryption applied to one signal dimension must not compromise the
information integrity of other dimensions. Fach dimension should be independently encryptable and decryptable,
enabling fine-grained, selective access control without cross-dimensional interference.

Key confidentiality: The key negotiation and parameter distribution mechanism must ensure that even if all
transmitted messages are intercepted, the adversary cannot derive the shared keys used for spectrum encryption
and decryption.

3 System Overview

SpecRing’s encryption mechanism builds on the frequency-shifting property. At the system level, SpecRing
integrates dimension-selective encryption, environmental imprint removal, and pairwise key negotiation into a
privacy-preserving sensing framework, as illustrated in Fig. 4. For each authorized server, the user independently
negotiates a shared key and deterministically derives per-frame spectral offsets. On the user side, a raw radar
frame is organized into a three-dimensional signal cube, from which environmental imprints are removed to
prevent adversaries from inferring secret offsets. The cleaned cube is subsequently encrypted through spectrum
shifting using the derived offsets and distributed to authorized servers. Different servers may receive differently
encrypted versions of the same radar stream. Each authorized server uses its pairwise key to recover only the
permitted dimensions and performs standard sensing tasks without modifying existing pipelines. Unauthorized
parties, in contrast, observe a format-valid radar stream whose spectral peaks are cyclically shifted to arbitrary
locations, yielding a semantically misleading view of the physical environment while preserving the underlying
signal structure.

4 Design of SpecRing
4.1 Spectrum-Shifting Encryption Algorithm

SpecRing’s encryption is built on the mathematical foundation provided by the frequency-shifting property. By
introducing phase offsets along each signal dimension, SpecRing cyclically rotates the corresponding spectra.
Without knowledge of these offsets, an adversary cannot determine the true peak locations from the shifted
spectrum, as all possible locations appear equally probable. The key holder can restore the spectrum to its original
position by applying the inverse rotation. Let s’ (i) = s(i) - exp(j2xAki/N) denote the encrypted signal. The

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 10, No. 4, Article 240. Publication date: December 2026.



240:8 « Liuetal.

mmMWave Signal Collection Spectrum-Shifting Key Negotiation & Secret Offset Generation
: — Encryption _ ;

Key Derivation &
Offset Generation

K,,Salt, Ar,Av,Asing

[ Signal Collection ] Pl Digital Data Cube ] l Pairwise Shared

Key Negotiation

T Ar Av  Asiné A=g'modp ¢
[ iy bt (1 & 252 @
(5. ) (524G (52, @) User =8 d Server
] ‘ Shared Key:

& -

Chirp
&

: Sl :
o o Spect Shifti T P
Environmental Imprint Removal [ peciriin Sning ] Data Distribution & Decryption

( Static Filtering ] (__Doppler-Range IFFT ) — Encrypted R
= Distributed Item @ pan =+ Salt

[ Encryption Signal ]

Antenna
«— >

“@ mmWave
Radar ondensation] . Seed,

(_ Range-Doppler FFT

= [ Decryption Signal ] : Spectra Restoration ]
Slt &Shared -S=S'~S 9
. ® Key e §

Fig. 4. System overview of SpecRing.

original signal can be recovered as

s(i) = (i) - exp (—jzszk'l). (5)
N

4.1.1  Encryption Process. The mmWave signal encodes target information across three orthogonal spectra:

range, Doppler, and angle. SpecRing exploits the frequency-domain independence of these spectra to enable

dimension-selective encryption. To facilitate a more intuitive description of this process, we rewrite the signal

matrix from Eq. 3 as

$(is, i, ig) = So - 7 (is) - 84 (ic) - 84 (ia) (6)

where sy = Aexp(j2xfyr) denotes the initial amplitude and phase, and

jamkisr jamico j2mdgig sin 9) 7

sy (is) = eXp(T) , salic) = eXP( A, ), Sa(ia) = exp( 1

represent the range-dependent, velocity-dependent, and angle-dependent components, respectively. The angular
parameter is expressed as sin 6 rather than 0 because the angular bins are uniformly spaced in the sin 8 domain.
Fig. 5 illustrates the overall spectrum-shifting encryption process. Here, the dimensional components are
modeled as functions of the distance r, velocity v, and angle sin 6. Encrypting the true information is equivalent
to introducing a distance offset Ar, velocity offset Av, and angle offset A sin 6. Thus, the encryption signal can be

expressed as
SE(is, ic, 1a) = g (is) = SEa(ic) - SEa(ia), ®)

where
)

Due to the property that exp(ja) - exp(jb) = exp(j(a + b)), encryption is achieved by multiplying the original
signal with the encryption signal, i.e.,

s" (is, ic, ia) = $(is, Ic, ia) * SE(is, dcs 1) = So - (Sr(is) : SE,r(is)) : (sd(ic) : SE,d(ic)) : (sa(ia) : SE,a(ia)) . (10)

(ir) JjarkisAr (i) jamicAv (i) Jj2rdgigA sin 0
= exp| — =exp| —— =expl—mm | .
SE,;r\ls exp Cf; » SEd\lc €xp /1](; > SE.a\la €xp 1
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The encrypted distance, velocity, and angle are given by

r" = (r + Ar) mod ripax, (11)
v = ((v + Av + Oay) Mod 20max) — Vmax (12)
sin® = ((sin 6 + A sin 0 + sin 0,,,) mod 2 sin Oax) — Sin Oax. (13)

Given secret offsets, the true spectral position of each target is cyclically shifted to a virtual location. We also
demonstrate the effect of spectrum-shifting encryption on 2D spectra, including the range-Doppler spectrum
(RDS) and the range-angle spectrum (RAS). Since the signal dimensions are mutually orthogonal, the offset for
each dimension can be independently configured.

4.1.2  Decryption Process. The decryption process is the inverse of the encryption process. The decryption signal
is constructed as the complex conjugate of the encryption signal, i.e.,

sp(is, ic, Ig) = sz)r(is) . sz,d(ic) *Sp.q(ia)- (14)
The original signal can be recovered by multiplying the encrypted signal with the decryption signal:
s(is> lc, ia) = sl(is, s ia) ! sD(iS: e, ia)o (15)

Similarly, the target information is decrypted by

r = (r" = Ar) mod ryax, (16)
0= ((Z), — A0 + Opax) mod zvmax) — Umax, (17)
sin@ = ((sin @ — Asin 0 + sin 0., ) mod 2 sin Oax) — Sin Oax. (18)

A key advantage of SpecRing is the ability to selectively encrypt individual dimensions while leaving others
unencrypted. The dimensional signal components s, (is), sq (ic), and s, (iy) can be independently multiplied by
their corresponding encryption signals sg, (is), sg.q (ic), and sg 4 (ig), respectively. Thus, servers can be granted
access to different combinations of signal dimensions.
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4.1.3  Discussion on Data Confidentiality and Utility. SpecRing protects privacy by altering physical semantics
without destroying the signal structure required for sensing. For the two spatial dimensions, namely range and
angle, spectrum shifting relocates a user from its true position to a virtual one, thereby concealing the user’s real
location from unauthorized inference. Meanwhile, SpecRing applies the same spectral shift to all bins within the
encrypted dimension, so the complex signals contained in the user bins remain unaffected. A potential concern is
that cyclic shifting may cause user bins to wrap around at the spectrum boundary. This does not fundamentally
reduce utility, because the spectrum is inherently circular. A sensing system can easily address this by applying
boundary extension before target detection.

For the Doppler dimension, spectrum shifting protects both coarse motion semantics and fine-grained physio-
logical semantics. At the macroscopic level, it falsifies the target’s apparent radial velocity. At the microscopic level,
it misleads small-displacement measurements, thereby obscuring biometric information such as respiration and
heartbeat. Meanwhile, as with the spatial dimensions, the signal structure within each Doppler bin is preserved,
so target detection and signal extraction in the RDS space remain unaffected.

Overall, SpecRing changes what the data mean without breaking how the data are processed: unauthorized
servers can still operate on a format-valid radar stream, but the recovered spatial and motion semantics correspond
to a virtual scene rather than the true physical environment.

4.2 Environmental Imprint Removal

The spectrum-shifting encryption scheme described above possesses a critical vulnerability: while the target
spectrum is shifted, the spectra of background components are shifted by the same offsets. These static background
signatures serve as environmental imprints that can reveal the secret offsets to the adversary. As shown in Fig. 6,
the environmental imprints comprise the following components.

Energy profiles of static reflectors: Environmental fixtures such as walls and furniture produce consistent
reflection signals, forming distinct peaks in the spectrum. The shifted locations of these peaks directly reveal the
secret offsets. Static targets also cause high energy in the zero-velocity bins of the RDS, resulting in a significant
imprint in the Doppler spectrum.

Energy valleys in boundary bins: This type of imprint manifests in two aspects. On the one hand, range
bins near zero distance have an extremely low noise level due to transmit leakage effects. After static filtering,
these regions produce a distinct valley in the spectrum. Due to the cyclic nature of the spectrum, this valley also
appears near the maximum unambiguous range. On the other hand, the Doppler dimension undergoes similar
effects caused by static filtering. Since static targets possess zero Doppler frequency, the zero-velocity bins in the
Doppler spectrum also form an energy valley after static filtering.
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Fig. 7. The environmental imprint removal process.

Attenuation profile from path loss: Signal propagation suffers from distance-dependent path loss, creating
a continuous decay pattern across the spectrum. This attenuation profile also serves as an exploitable imprint.

To address this issue, we propose an environmental imprint removal mechanism that eliminates the above
signatures through three core operations: static target energy suppression, background range bin substitution,
and zero-velocity Doppler bin compensation, thereby ensuring that an adversary cannot infer the secret offsets
from the background spectra, as shown in Fig. 7.

4.2.1 Static Target Energy Suppression. We first address the spectral profiles of background reflectors, which
can be eliminated through static filtering, a common technique in radar signal processing. Static targets in the
environment, such as walls, furniture, and fixed infrastructure, produce consistent reflection signals across the
chirps. In contrast, moving targets exhibit phase variations due to Doppler shifts. In the in-phase and quadrature
(IQ) domain, static targets appear as compact clusters with minimal amplitude and phase variations, whereas
dynamic targets manifest as dispersed point clouds with significant amplitude and phase fluctuations. This
difference enables separation of static and dynamic components through temporal averaging. For each ADC
sample index is; and antenna i,, we compute the mean signal across all N, chirps in a frame:

1 Net

5(is, iq) = ﬁc ICZZO $(is, ¢, ia)- (19)
5(is, iq) represents the cluster center of static signal points in the IQ domain. By subtracting it from the original
signal, we effectively shift the center of static signal points to the origin in the IQ coordinate system:

S(is, ic; ia) — S(is» ic; ia) - §(i3a ia)' (20)

This operation suppresses the energy of static targets to the background clutter level, causing their corresponding
peaks to vanish from the range spectrum. The same static filtering is also applied to the reference dataset
Sref (s, ic; 1q) to obtain a calibrated reference spectrum.

4.2.2  Background Range Bin Substitution. Even after static target suppression, boundary bins in the range
dimension retain distinctive energy patterns that can reveal secret offsets. Specifically, range bins near zero
distance and rp,y form a distinct energy valley due to transmit leakage effects. Meanwhile, the path-loss-induced
attenuation profile across the range spectrum remains as a continuous signature that can be exploited by
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adversaries. To eliminate both the boundary valley and the path-loss attenuation profile, SpecRing substitutes
the background range bins with segments drawn from unoccupied-room reference signals s, (is, ic, iq). The
reference signal captures the environmental response without human targets and can be updated manually or
automatically whenever the environment is unoccupied.

We first apply range-FFT to obtain the range spectrum S, (k,). To separate background bins from user bins,
we sort the energy profile |S, (k)| and employ the Kneedle algorithm [32] on the sorted values. Let the sorted
energy values be |S/(1)| < |S/(2)] < --- < |S/(N;)|, where N, is the number of sorted bins. We normalize the
indices and energy values to

i
i)=—, i=12,...,N,, 21
x(i) N, i r (21)

sy < OIS L
ISF(Np)[ = [S7(D)]

and identify the knee point as the point with the maximum perpendicular distance to the diagonal line y = x:
ly(@) — x ()]

NG .

The background bin set is then {k, | |S,(k;)| < |S/(i")|}, which is naturally partitioned into M contiguous

segments. For each segment of length L,,, we randomly select a starting position in the reference range spectrum

Sr.ref and extract a segment of the same length. The extracted segment then replaces the corresponding background

bins in S, (k,). After substituting all background segments, we apply range-inverse FFT (IFFT) to transform the
modified spectrum back to the time domain:

(22)

i’ = arg max (23)
1

Nf’r—l

ik
S, (k) ('2 = ) (24)
Z exp [ Jj ﬂNf,r

kr=0

s(is) =

Nf}r

The reference spectrum shares similar environmental statistics (i.e., the noise floor and residual clutter) with
the current frame, and therefore the substituted background appears natural. Furthermore, by randomizing the
selection of reference segments, any stable spatial pattern such as the path-loss profile is broken.

Notably, dynamic objects confined to fixed regions, such as operating fans or pets in an enclosure, are not fully
removed by static filtering and may also form stable anchors. SpecRing can include these persistent dynamic
regions in the background bin set, either by identifying them through long-term energy monitoring or by allowing
users to specify region masks, so that the signals in these regions can be replaced with the unoccupied-room
reference signal. The implementation and evaluation in this paper focus on environments without such regions.

4.2.3  Zero-Velocity Doppler Bin Compensation. As with the boundary bins in the range spectrum, the zero-
velocity bins in the Doppler spectrum form an identifiable energy valley after static filtering. Unlike range
boundary bins, however, zero-velocity bins may contain valid signals from targets with near-zero radial velocity.
Therefore, direct replacement of these bins could corrupt useful information. We observe that the energy level
of the zero-velocity bin is significantly lower than that of ordinary background Doppler bins. Therefore, we
compensate by superimposing a reference background bin onto the zero-velocity bin. This superposition raises the
bin’s energy to the background floor while keeping the resulting energy within the range of natural background
variation.

Specifically, we first apply Doppler-FFT to obtain the Doppler spectrum S;(ky). From the reference Doppler
spectrum Sg ., we randomly select a non-zero-velocity bin, multiply it by a random phase offset ¢4 € [0, 27),
and superimpose the resulting signal onto the zero-velocity bin Sy (ko):

Sa(ko) < Sa(ko) + Saref(kig) - exp(jda), (25)
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Fig. 8. RDS (top row) and RAS (bottom row) at different stages of environmental imprint removal.

where kp, is the index of the randomly selected non-zero-velocity bin. The random phase offset ¢4 significantly
increases the computational cost for an adversary who attempts to identify the superimposed bin through
exhaustive search. Since the energy level of valid range-Doppler bins is significantly higher than that of background
bins, the information in valid signals remains unaffected. Subsequently, we apply Doppler-IFFT to transform the
compensated spectrum back to the time domain:

Nfa-1

. 1 . ickd)
s(ip) = — Sq(kg) exp|j2r . 26
(i) = D, Sulka) P(] Nya (26)

ka=0

Fig. 8 illustrates the RDS and RAS at each stage of the environmental imprint removal process.

To support environmental imprint removal, SpecRing uses an unoccupied-room reference to replace background
bins while maintaining a normal noise floor for downstream sensing. After static filtering shifts the IQ cluster
centers of static reflectors to the origin, the reference contains only residual clutter and noise. Its noise floor may
change slightly following major room-layout changes or long-term changes in radar hardware characteristics.
Continuous radar collection allows SpecRing to refresh the reference whenever the room is detected to be
unoccupied and free of dynamic objects. Each reference update requires only a short recording, even a single
frame. This is because random segment selection during environmental imprint removal allows the same frame
to be reused without revealing the secret offset. The reference can therefore be updated easily in practice.

4.3 Key Negotiation and Secret Offset Generation

SpecRing’s encryption and decryption require a key negotiation process that addresses two challenges. First, the
key negotiation must ensure key confidentiality. Even if all communications are intercepted, adversaries should
be unable to derive the secret offsets. Second, fine-grained access control should be supported in multi-server
environments, ensuring that each server can decrypt only the dimensions it is authorized to access and cannot
infer the secret offsets of other servers. Fig. 9 shows the key negotiation and parameter generation.

4.3.1 User-Server Key Exchange. SpecRing utilizes the Diffie-Hellman key exchange (DHKE) protocol to negotiate
pairwise keys between the user and each authorized server. DHKE enables two parties to establish a shared key
over an insecure channel without directly transmitting the shared key itself. The protocol proceeds in three steps.
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Fig. 9. Key negotiation and secret offset generation.

Public parameter agreement: First, the user and all servers publicly agree on a large prime number p and a
small generator number g.

Private and public key generation: Then, the user generates a private key a € [2, p — 2] and broadcasts the
public key A = g% mod p to all servers. Concurrently, each server i generates its private key b; € [2, p — 2] and
computes its public key B; = g mod p, which is transmitted to the user.

Shared key computation: Finally, each server computes A’ mod p, while the user computes B¢ mod p for
each server. Both parties arrive at the same shared key K; = g% mod p.

The security of this key exchange stems from the discrete logarithm problem. Given g% mod p and g% mod p,
computing the shared key K; = g?%* mod p is equivalent to solving the discrete logarithm problem, which is a
well-established computationally intractable problem. Consequently, even if an adversary intercepts all messages,
including the public keys A and all B;, they are still unable to compute the shared key K;.

4.3.2  Key Derivation. The shared key K; serves as the foundation for generating the secret offsets. However,
using K; directly to generate the secret offsets would be insecure because the resulting offsets would have limited
entropy and be vulnerable to brute-force attacks. Therefore, SpecRing employs a key derivation process that
derives a distinct key from the shared key for each frame, ensuring that the secret offsets for every frame are
unique and secure. In each radar frame, the user generates a random 128-bit salt value Salt; for each server and
then derives a 128-bit key K using the password-based key derivation function 2 (PBKDF2) algorithm:

Kl' = PBKDFZ(K,, Salti), (27)

which operates by iteratively applying a pseudorandom function to the shared key and salt. The pseudorandom
function is typically instantiated as the hash-based message authentication code algorithm, which internally
employs a cryptographic hash function such as SHA-256. In each iteration round, the function takes the shared
key and salt as input, produces an output value, and feeds this output into the next iteration. The final output
is extracted as the derived key. The salt value for each frame is transmitted to the server along with the data,
enabling the server to compute the same derived key.

4.3.3  Secret Offset Generation. Finally, we describe the generation of secret offsets from the derived key. These
offsets represent random shifts that should be uniformly distributed over one period of the spectral ring. Given
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that the 128-bit derived key exceeds the required entropy for this application, we condense it by partitioning it
into four 32-bit segments and applying bitwise exclusive OR (XOR) to produce a 32-bit random seed:

3
Seed; = (D K{[j-32: (j+1)-32-1], (28)

Jj=0

where P denotes the bitwise XOR operation. This seed is then used to initialize a pseudorandom number
generator (PRNG) for producing the secret offsets:

Ar; = PRNG.next() €g [0, rmax), (29)
Av; = PRNG.next() €r [~Ymax> Ymax) (30)
Asin0; = PRNG.next() €R [_ Sin Omax, sin Omax)- (31)

The server derives the same random seed from the shared key and initializes the same PRNG to generate the
same secret offsets.

Since each dimension is encrypted independently and each server negotiates a distinct shared key, SpecRing
naturally supports dimension-selective access control. The user can selectively encrypt different dimensions for
different servers using their respective secret offsets, and transmit the individually encrypted signals to each
server separately. Each server derives the secret offsets for its granted dimensions from its pairwise shared key
and restores the corresponding spectra. Dimensions not granted to a server remain encrypted in the signal it
receives, since their offsets are derived from a different shared key.

4.3.4 Discussion on Fine-Grained Access Control. SpecRing currently supports task-specific combinations of
signal dimensions. However, global spectrum shifting mainly conceals macroscopic physical semantics, while
local spectral patterns may still reveal fine-grained human information. For example, shifting a person’s apparent
position does not conceal their posture. We next discuss how spectrum shifts can be applied at finer granularities
to support more selective authorization.

For spatial dimensions, FFT processing first transforms the raw signal cube into a range-angle cube. The angle
spectrum at each range bin and the range spectrum at each angle bin can then be cyclically shifted using small,
independent offsets. These offsets can also be derived from the shared key, allowing the user and an authorized
server to generate the same offsets. These fine-grained shifts can disturb shape-related spatial patterns while
retaining the target’s coarse position, as shown in Fig. 10c. Such shifts can also be confined to selected range-angle
regions. With separate keys for global and fine-grained shifts, a sensing server can be authorized to recover
only the spatial information required by its task, such as a coarse position, information from selected regions, or
fine-grained shape information.

For temporal protection, SpecRing derives a distinct per-frame key and corresponding spectral offsets from
the shared key. These frame-wise offsets break cross-frame continuity in sensing features that encode temporal
information, as shown by the encrypted micro-Doppler spectrum in Fig. 10e. At a finer scale, each chirp can
receive a distinct phase offset, disrupting inter-chirp phase coherence and Doppler structure, as shown in Fig. 10f.
Since the offset is shared across all ADC samples and antenna channels within a chirp, the range and angle
information remains unaffected. The later case study on respiration monitoring will demonstrate how these two
temporal granularities disrupt respiration waveform extraction.

4.4 Discussion on Protection Properties

To clarify how SpecRing differs from other protection approaches, we compare it with conventional encryption,
random phase perturbation, and MuFilter [23]. Conventional encryption transforms the serialized radar stream
into ciphertext, while phase perturbation applies a key-derived phase offset to each complex sample. MuFilter
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Fig. 10. Fine-grained spatial and Doppler spectrum perturbations.

selectively perturbs behavioral signatures while retaining the signal cube format. Their protection properties are
summarized in Table 1.

Table 1. Functional comparison of protection methods.

Property Conventional encryption Phase perturbation  MuFilter [23] SpecRing
Protection output Ciphertext Distorted spectra  Sanitized spectra Shifted spectra
Signal cube format retained No Yes Yes Yes
Dimension-selective protection No No Yes Yes
Resistance to eavesdropping Yes Yes No Yes

The comparison highlights key differences in their protection properties. Conventional encryption and phase
perturbation protect the radar stream as a whole and therefore cannot provide selective access to individual signal
dimensions. MuFilter supports dimension-selective sanitization while retaining the signal cube format, but its
unencrypted output allows channel eavesdroppers to infer behavioral information that is not explicitly sanitized.
In contrast, SpecRing provides both dimension-selective protection and resistance to channel eavesdropping. It
retains a radar-compatible signal cube, allows each server to recover only its authorized dimensions, and prevents
external eavesdroppers from obtaining the true spectra.

5 Basic Evaluation
5.1 Experimental Setup

We first evaluate SpecRing’s core encryption algorithm in terms of its confidentiality, decryption reversibility,
dimensional isolation, and key sensitivity. We also conduct ablation experiments on the environmental imprint
removal mechanism and measure SpecRing’s computational overhead. The experimental data are collected from
the same indoor human-tracking environment as Case Study 1. We use a T MMWCAS-RF-EVM radar platform
with an 11-wavelength virtual array configuration. The effective bandwidth is 3.6 GHz, the chirp period is 300 ps,
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Fig. 11. Error distribution in encryption effectiveness evaluation.

and the frame period is 50 ms. Each frame consists of 128 chirps with 256 ADC samples per chirp. Most evaluations
contain 1000 trials, and most trials use a single frame of single-person tracking, randomly selected from 20000
frames collected across 100 tracking records. This dataset provides clear spectral peaks in range, angle, and
velocity dimensions, and is well suited for the evaluations of spectrum-shifting encryption. The FFT sizes are
256 for range, 128 for Doppler, and 128 for angle. All computations are implemented in MATLAB R2024b and
executed on a PC with an Intel i9-14900K CPU and 32 GB RAM. All experiments were conducted in accordance
with our institute’s standard institutional review board (IRB) protocol.

5.2 Evaluation on Encryption Effectiveness

We evaluate whether spectrum-shifting encryption successfully conceals the true spectral peak locations from
unauthorized parties while allowing authorized parties to recover them. In each trial, we compute a new shared
key, derive secret offsets for the three dimensions, and encrypt each spectrum through cyclic shifting. We then
measure the relative bin error between the decrypted and original peak indices under both the correct shared key
and a randomly generated key (labeled as the wrong-key condition). Since the spectrum is circular, the error
is computed as the relative cyclic distance. For an N-bin spectrum, the error lies in [-N/2, N/2). The results
are shown in Fig. 11. With the correct key, the errors for all dimensions are zero, confirming that authorized
decryption completely recovers the original spectra. Under the wrong-key and no-key conditions, the errors
are uniformly distributed across the cyclic spectrum, consistent with random guessing. The adversary gains no
information about the true peak locations, demonstrating that spectrum-shifting encryption effectively conceals
spectral semantics from unauthorized parties.

5.3 Evaluation on Dimension-Selective Access Control

SpecRing allows the user to selectively encrypt different dimensions, enabling fine-grained access control. To
evaluate this, we enumerate all seven encryption combinations in total: R (range only), D (Doppler only), A (angle
only), RD, RA, DA, and RDA. For each combination, we encrypt only the specified dimensions, while leaving
the remaining dimensions unencrypted. We measure the absolute bin error under decryption with the correct
key and decryption with a wrong key. The no-key condition simulates an attacker who is unaware that the
signal is encrypted and attempts to obtain peak locations directly. For an N-bin spectrum, the absolute error
is capped at N/2, while random guessing yields an expected error of N/4. Fig. 12 shows the per-dimension
absolute bin error for each encryption combination. Correct-key decryption completely recovers peak positions
for authorized dimensions, whereas wrong-key decryption yields errors consistent with random guessing,
demonstrating SpecRing’s confidentiality and reversibility under multi-dimensional encryption. The dimensions
are well isolated, and an authorized server can access semantic information only for its granted dimensions
without inferring offsets for others.
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5.4 Evaluation on Key Sensitivity

A secure encryption scheme must exhibit a strong avalanche effect: a tiny change in the key should produce
completely unrelated ciphertext (or, in our case, completely unrelated offsets). We evaluate key sensitivity from
two perspectives. First, we evaluate the normalized error distribution when the key deviates from the correct
one by a single bit. As shown in Fig. 13a, a one-bit error produces normalized errors indistinguishable from the
theoretical distribution, meaning the decrypted offsets are statistically independent of the correct ones. This
confirms that SpecRing exhibits a strong avalanche effect, preventing the adversary from converging toward the
correct key through the decrypted result trends.

Then, we introduce 2°, 2}, ..., 27 error bits into the shared key, and measure the normalized bin errors across
all dimensions. Fig. 13b shows that the bin error remains at the random-guessing level across all scales of key
error. Together, these two evaluations confirm that an adversary gains no partial information from wrong-key
decryption results and thus cannot converge toward the correct key, ensuring SpecRing’s strong resistance to
brute-force attacks.

5.5 Evaluation on Environmental Imprint Removal

Environmental imprints can serve as anchors for an adversary to estimate the secret offsets even without the key.
We evaluate the effectiveness of our three-stage imprint removal mechanism through an ablation study with four
configurations. SO directly applies spectrum shifting to the raw signal without imprint removal, serving as the
simple frequency-shift baseline. S1 applies static filtering on top of S0, S2 adds range compensation to S1, and S3
further adds Doppler compensation to complete the three-stage pipeline.

We implement three attack strategies that exploit environmental imprints to estimate offsets. The range-peak
attack locates the highest range peak (corresponding to the high-energy peak near zero distance caused by
transmit leakage) to infer the range offset. The range-valley attack finds the minimum-energy valley left by static
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Fig. 15. Encrypted RDS and RAS of a five-person signal before and after environmental imprint removal.

filtering to estimate the range offset. The Doppler-valley attack finds the minimum-energy Doppler bin in each
range bin, thereby revealing the zero-velocity line and hence the Doppler offset. We define attack success as the
case where the absolute cyclic bin error between the estimated offset and the true offset is < 2 bins.

This evaluation includes multi-person tracking data, which increases the challenge of imprint removal. Fig. 15
compares the RDS and RAS of a five-person signal before and after imprint removal. Before removal, the RDS
exhibits a distinct near-zero range peak, boundary range valley, and zero-velocity line, while the RAS shows a
distinct range valley. All of these provide reliable anchors for attacks. After removal, these anchors are effectively
suppressed, substantially raising the attack difficulty.

Fig. 14 reports the attack success rates in detail. Under SO, the range-peak attack achieves 100% success
because direct spectrum shifting preserves the transmit-leakage peak as an environmental anchor. Static filtering
successfully removes anchors for range-peak attacks, driving their success rate to the random-guessing level
(below 1%), but range-valley and Doppler-valley attacks become effective because filtering introduces valleys. After
adding range compensation, the range-valley attack success rate drops below 1%. Finally, Doppler compensation
removes the zero-velocity line, reducing the Doppler-valley attack success rate to below 1%. With full imprint
removal, all three attacks fall to the random-guessing level, demonstrating the mechanism’s effectiveness and
necessity.

5.6 Computational Cost

SpecRing requires no model training or inference. Its per-frame processing mainly consists of element-wise
complex multiplications and FFT/IFFT operations. We record the per-frame computational overhead of each
SpecRing component, and the results are shown in Fig. 16. Key derivation takes 7.1 ms. The range and Doppler
encryption are fast, requiring only 1.0 ms. Angle encryption incurs additional overhead due to multiple-input
multiple-output (MIMO) processing, but still completes in only 1.9 ms. Encrypting all three dimensions jointly
takes 3.1 ms in total. The environmental imprint removal process takes 22.5 ms in total. Decryption takes
3.2 ms, similar to full encryption. The processing time is 25.6 ms on the user side and 10.3 ms on the server side,
demonstrating that SpecRing introduces low computational overhead and meets real-time requirements. Key
derivation can be completed during signal collection and is therefore excluded from the user-side total time. In
addition, one DHKE execution takes 3.3 ms and is not included in the per-frame processing time.

6 Case Study

We evaluate SpecRing across four radar platforms and six sensing tasks, as summarized in Fig. 17. Since the basic
evaluation has established decryption reversibility and dimensional isolation, these case studies focus on whether
SpecRing blocks unauthorized sensing of privacy-sensitive semantics. We further evaluate adaptive inference
attacks that combine learning models with prior knowledge.
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Fig. 17. Case study overview.

10}/ « Frame 10 107« Frame 10 10 [|~o=Target 1 10 Target 1
* Frame 30 « Frame 30 —o-Target 2 Target 2
8 Frame 50 8 Frame 50 8 8
E . E E E
[o) 6 4' i ? (o) 6 1 (o) 6 (o) 6
j=2 1 2 =2 j=2 o
5 P s 5 § 5
c 4 T 4 c 4 1 c 4
2 <. 2 2 z 2
0 0 0 0
90 -60 -30 0 30 60 90 90 60 30 0 30 60 90 90 -60 30 0 30 60 90 90 60 30 0 30 60 90
Angle (°) Angle (°) Angle (°) Angle (°)
(a) Original (b) Encrypted (a) Original (b) Encrypted
Fig. 18. Example of inter-frame cluster association. Fig. 19. Target tracking results before and after encryption.
6.1 Multi-Person Tracking

To assess the protection of absolute positions, we use the data collection setup and tracking pipeline from
PmTrack [20]. The pipeline extracts a point cloud from the RAS through constant false alarm rate (CFAR)
detection. Before CFAR, we pad the RAS to prevent cyclically shifted clusters from being split at spectrum
boundaries. We encrypt the range and angle dimensions and process the encrypted signal through the same
pipeline. For five users observed over two seconds, Fig. 18 shows that the original clusters remain close across
frames, whereas encryption preserves their relative configuration but displaces them by large frame-specific
offsets, breaking cross-frame association. Fig. 19 shows that the encrypted coordinates of two targets are scattered
and no longer correspond to their true trajectories, thereby concealing the users’ absolute positions.

6.2 Classification

The classification case considers activity recognition and user re-identification (ReID), which target behavioral
and identity information, respectively. We adopt the RFMamba [51] framework for data collection and algorithm
deployment. The platform is a stepped-frequency continuous-wave (SFCW) radar driven by a vector network
analyzer, with a 12X12 antenna-channel configuration and 201 stepped-frequency points. RFMamba directly takes
the IF signal stream as input and learns discriminative spatiotemporal signatures end to end without relying on
handcrafted sensing features. The classifier is trained on the original unencrypted signal stream and kept fixed
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Fig. 20. Activity classification performance. Fig. 21. Re-ID performance.

during the privacy evaluation. We encrypt both the spatial and Doppler dimensions and feed the encrypted stream
into the same unauthorized pipeline. This setup models a zero-shot transfer attack in which an unauthorized
server directly applies a well-trained model learned from unencrypted sensing data to encrypted inputs without
knowing the secret offsets. The dataset contains measurements from 9 users performing four daily activities
(walk, wave, sit, and static pose) over about 8 hours; we report row-normalized confusion matrices, accuracy, and
F1-score.

Activity recognition: For the four activities denoted A-D, Fig. 20 shows nearly perfect recognition on the
original measurements, whereas encryption reduces the accuracy and F1-score to 0.46 and 0.40, respectively.
The accuracy remains above the random-guessing level of 0.25 because recognition is highly uneven across
activities. Walking remains comparatively recognizable because its whole-body motion is more distinct, whereas
the disturbed spatial and Doppler spectra make waving and sitting difficult to distinguish and cause static-pose
samples to be misclassified as dynamic activities.

User re-identification: For the 9 users denoted A-I, Fig. 21 shows that the accuracy and F1-score both drop
from 0.98 to 0.14, close to the random-guessing level (1/9 = 0.11). This result indicates that individual-specific
signatures are effectively obfuscated.

6.3 Vital Signs Monitoring

For respiration monitoring, we use the scenario and radar configuration in [6], with a single-chip FMCW radar
operating at a 200 Hz chirp rate. Respiration waveforms are obtained using the RF-GymCare [38] algorithm, which
follows a standard phase-extraction pipeline. We apply Doppler encryption at two granularities. Frame-level
encryption groups 200 consecutive chirps into a one-second frame and applies a single random Doppler offset
to the group. Chirp-level encryption instead applies an independent random phase offset to each chirp. Fig. 22
shows that both granularities severely distort the respiration waveforms, although the underlying mechanisms
differ. The side of a Doppler bin relative to the zero-Doppler bin determines the direction of IQ rotation, while
its distance from zero determines the angular speed. Fig. 23 shows a 60-sample IQ arc segment. The original
IQ trace follows a counter-clockwise arc, and the extracted phase grows quasi-linearly over roughly one full
cycle, as shown in Fig. 24. However, after frame-level encryption, the Doppler component moves to the opposite
side of the zero-Doppler bin and farther from it. The IQ arc therefore rotates clockwise at a higher rate, causing
the extracted phase to drop rapidly. This distortion is unpredictable and varies from frame to frame, severely
corrupting the recovered respiration waveform. Chirp-level encryption disrupts the inter-chirp phase coherence
more drastically, turning both the signal phase and the respiration waveform into chaotic random fluctuations.
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In summary, Doppler encryption does not merely relocate spectral components. It disrupts the temporal phase
continuity required for respiration recovery, preventing unauthorized servers from extracting a usable waveform
whether chirps are uploaded individually or batched into frames.

6.4 Radar Imaging

The imaging case examines whether SpecRing conceals object geometry in two radar-imaging tasks. Near-field
synthetic aperture radar (SAR) uses array and synthetic-aperture dimensions, whereas far-field inverse synthetic
aperture radar (ISAR) forms object profiles from range-Doppler measurements.

SAR imaging: We use the dataset and algorithm from [47], in which an IWR1443 Boost radar provides the
vertical array and is scanned along the horizontal axis to synthesize a horizontal aperture. The original image in
Fig. 25b preserves the target’s major structural features. Encrypting the vertical array produces a vertical stripe,
while encrypting the synthetic aperture produces a horizontal smear. In both cases, the reconstructed image no
longer reveals the true geometry.

ISAR imaging: We use simulated radar signals of the Yak-42 aircraft and the reconstruction algorithm from
CVAE [37]. The original image in Fig. 26b shows a recognizable aircraft profile with a fuselage and wing-like
structures. Since ISAR azimuth is coupled to range through Doppler-dependent motion, we test Doppler-only and
joint range-Doppler encryption. Doppler-only encryption collapses the aircraft into range-dependent horizontal
patterns, while joint encryption produces a noise-like image with no identifiable structure.

6.5 Adaptive Inference Attacks

Adaptive inference attacks are evaluated from two attacker perspectives. An external eavesdropper attempts to
recover the target’s physical states using layout and motion priors, while an authorized server attempts to infer
encrypted dimensions from partial plaintext information. All plaintext-trained models achieve strong performance
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Fig. 26. ISAR imaging performance under different encrypted dimensions.

on plaintext inputs. Accordingly, plaintext inputs are evaluated with these models, whereas encrypted inputs are
evaluated with the corresponding models fine-tuned on encrypted samples.

Inference with prior knowledge: We pair Swin V2 [25] with BILSTM [13] or Mambaz2 [9] to estimate range,
angle, and radial velocity from multiframe RAS and RDS sequences. We represent room layout knowledge as a
feasible walking area encoded in an additional RAS mask channel, while motion constraints are incorporated
through temporal losses and bound penalties. After encryption, Fig. 27 shows that their errors remain close to
the random guess baseline under all prior knowledge conditions. Thus, prior knowledge narrows the feasible
state space but does not reveal the independently refreshed offsets.

Inference with partial plaintext: Some information leakage across dimensions is unavoidable. Successive
range measurements reveal radial velocity, while integrating radial velocity yields displacement. Beyond these
explicit relationships, we evaluate whether partial plaintext exposes any additional protected information. We
consider two inference directions, from plaintext Doppler spectra to protected position and from plaintext position
to fine-grained Doppler features. For position inference, we encrypt range and angle while leaving Doppler in
plaintext, and evaluate whether the models can recover position. As shown in Fig. 28b, the position errors appear
moderate mainly because these priors confine the predicted trajectories to the limited walking area. The models
capture some relative range variation from plaintext Doppler but do not recover absolute range or angle, and the
result therefore does not indicate successful spatial inference. For inference of fine-grained Doppler features,
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Fig. 28. Server-side position and respiration inference.

a 1D U-Net [30] and a variant with a bidirectional Mamba2 [9] bottleneck reconstruct respiration waveforms
from normalized IQ sequences at the correct chest range bin. As shown in Fig. 28c, the reconstructions from
encrypted inputs no longer follow the respiration cycles, indicating that plaintext range does not enable recovery
of fine-grained Doppler features.

7 Related Work
7.1  mmWave-based Human Sensing

mmWave sensing has become an important modality for contactless human sensing, with recent work enabling
increasingly fine-grained spatial measurements [17, 45]. Existing studies have demonstrated mmWave-based multi-
person tracking [20], activity, gesture, and hand-motion recognition [5, 11, 22, 28, 55], user identification [46],
and human shape reconstruction [4, 7]. These capabilities allow mmWave systems to infer rich macroscopic
behavioral information, such as user location, posture, motion, and body shape. Beyond macroscopic behavior
sensing, mmWave signals can also capture fine-grained micro-motions [44]. This sensitivity supports speech
enhancement [40] and health-related sensing, including respiration monitoring [2, 36, 50], heartbeat and cardiac
activity sensing [48, 49], blood pressure estimation [14], and long-term health monitoring [3]. Together, these
studies show that radio sensing can reveal not only external behaviors but also physiological states. However,
most sensing systems assume trusted downstream processing, leaving raw radar streams vulnerable to misuse
beyond the intended sensing task.
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7.2 mmWave Sensing Privacy and Security

Existing studies have investigated mmWave sensing privacy and security from the physical layer to the data layer.
At the physical layer, crafted signals [15, 35] or engineered reflectors [8, 29, 34] can spoof radar observations by
creating, concealing, or displacing perceived targets. These methods may degrade the underlying sensing signal
and affect authorized sensing services using the same data. Malicious privacy inference exploits mmWave radar’s
sensitivity to subtle motion, enabling the recovery of speech content [19, 39, 43, 54] or phone-call content [1]
from sound-induced vibrations, as well as data extraction from vibrating storage devices [42]. Such eavesdropping
can even occur through walls and reveal diverse private information [18, 27, 52].

At the data level, recent studies have explored removing sensitive information from sensing data while
preserving its utility for downstream tasks. BPCloak [21] aligns RF features across behaviors, enabling identity
authentication without exposing the underlying behavior. Conversely, InmCOGNITO [24] reconstructs radar
point clouds with a graph autoencoder, and AE-IPP [33] adds sample-specific adversarial perturbations to mmWave
data, both enabling gesture or activity recognition without exposing user identity. MuFilter [23] exploits the
invertibility of the FFT to selectively perturb predefined behavioral signatures in multi-user scenarios. P2ESA [16]
uses an adversarially trained local encoder to retain information needed for authentication while obfuscating a
predefined sensitive attribute. These methods target predefined privacy attributes and sensing tasks, but their
outputs remain unencrypted. Communication eavesdroppers can therefore infer information that is not explicitly
protected. Federated learning also reduces privacy leakage by avoiding centralized collection of raw sensing
data 31, 53]. MIMOCrypt [26] uses MIMO encryption to protect multi-user WiFi sensing, but its communication-
specific design cannot be directly applied to mmWave radar streams. SpecRing provides cryptographic access
control over mmWave sensing semantics. Through reversible, key-derived spectrum shifts, range, Doppler, and
angle can be encrypted independently, ensuring that each server can access only the dimensions authorized for
its sensing task.

8 Conclusion

This paper presented SpecRing, a spectrum-shifting encryption framework for privacy-preserving mmWave
sensing. SpecRing exploits the separable range, Doppler, and angle structures of FMCW signals and applies
key-derived phase offsets to cyclically shift selected spectra. Authorized services recover the true physical
scene through inverse rotation, while unauthorized parties observe a format-valid but semantically misleading
virtual scene. To make this design practical, SpecRing further incorporated dimension-selective access control,
environmental imprint removal, and pairwise key negotiation, preventing stable background structures and
intercepted communications from exposing the secret offsets.

Our evaluation showed that SpecRing achieves exact recovery with the correct key and yields random-guessing-
level performance with wrong keys. It preserves dimensional isolation, resists environmental imprint attacks,
and incurs only low overhead. Overall, SpecRing demonstrated that spectrum shifting can serve as a lightweight
and reversible primitive for semantic-level protection in mmWave sensing, enabling fine-grained privacy control
while preserving the signal structure required by ubiquitous sensing services.
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